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06 March 2016

Healthcare Brief March 2017

Welcome to the latest edition of Healthcare Brief.

Headlines in this edition include:

 Discount rate reduction to minus 0.75%

 Review to extend the fixed recoverable costs regime

 Rapid resolution and redress scheme for severe birth injury

 Raising the small claims limit

 GMC consultation on UK Medical Licensing Assessment

 Updated GMC guidance on handling patient information

Please see our market insights article for further details.

As always, we hope you enjoy reading this edition and welcome your feedback.

Janet Sayers
janet.sayers@kennedyslaw.com

Partner
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Healthcare Brief March 2017: market insights

Market insights

For more information please contact:
Janet Sayers; janet.sayers@kennedyslaw.com

A summary of key developments including the discount rate reduction, review of
fixed recoverable costs, rapid resolution and redress scheme for severe birth
injury, raising the small claims limit, proposals for transforming the justice system,
a UK Medical Licencing Assessment and updated guidance on patient information.

Discount rate reduction to minus 0.75%

Lord Chancellor Elizabeth Truss has reduced the personal injury discount rate from
2.5% to minus 0.75%. In exercising her powers pursuant to Section 1 of the Damages
Act 1996, Truss treated claimants as a risk averse investor and applied the three-
year rate of return of Index Linked Gilts to reach minus 0.75%. She will announce a
further discount rate consultation to consider options for reform to include
whether an independent body should set the rate and whether the methodology of
assuming claimants will only invest in Index Linked Gilts is appropriate. The change
will become effective on 20 March 2017. Meanwhile, the Association of British
Insurers has confirmed that the CEOs of fifteen of the UK’s biggest motor and
commercial liability insurers will meet with Chancellor Phillip Hammond and call
on him to intervene.

For more information please contact:
Christopher Malla; christopher.malla@kennedyslaw.com

Extension of fixed recoverable costs

The Department of Health has published a consultation seeking views on the
government’s proposal to introduce a mandatory system of fixed recoverable costs
(FRC) for clinical negligence claims valued up to £25,000. The consultation will
close on 1 May 2017. Meanwhile, Lord Justice Jackson is leading a wider review of
FRC to help to inform the government-led consultation to extend FRC to further
areas of civil litigation. The terms of reference include consideration of the value
of claims to which such a regime should apply. The call for evidence closed on 30
January 2017. Jackson LJ is to submit his report by 31 July 2017. While Sir Rupert is
sticking to his £250,000 upper limit, soundings (including from other members of
the judiciary) suggest a more modest figure of around £100,000. Realistically,
October 2018 seems a likely date for implementation.
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For more information please contact:
Christopher Malla; christopher.malla@kennedyslaw.com

Related item: http://www.kennedyslaw.com/article/fixed-recoverable-costs-
mixed-news-for-defendants/

Rapid resolution and redress scheme for severe birth injury

The Department of Health has published an open consultation seeking the views on
the proposed investigations into severe avoidable birth injury and the support and
compensation scheme. The consultation outlines the government’s proposal to
introduce a Rapid Resolution and Redress (RRR) scheme – as recommended by the
2016 National Maternity Review. The government also intends to use the
consultation as a call for further data and evidence, including, in particular, from
families affected by serious birth injury, clinicians, patient groups and those
involved with the litigation process. The consultation closes on 26 May 2017.

For more information please contact:
Rob Tobin; rob.tobin@kennedyslaw.com

Reforming the claims process: increase to small claims limit

Justice Secretary Liz Truss has unveiled the Prisons and Courts Bill, which aims to
modernise the court system and further enhance the United Kingdom’s status as a
world-leading centre for dispute resolution. Key measures within the legislation
include a new fixed tariff to cap compensation payments for minor injuries arising
from a road traffic accident (RTA). The small claims limit for RTA-related claims
will rise to £5,000 and to £2,000 for other personal injury claims. The reforms are
expected to be introduced as a package on 1 October 2018.

For more information please contact:
David Froome; david.froome@kennedyslaw.com

Transforming the justice system

The Ministry of Justice has published “Transforming our Justice System”, a paper
proposing approximately £1 billion of reforms to the justice system to meet the
aim of automating and digitising the entire process of civil money claims in the
civil courts by 2020. The proposals seek to speed up resolution by replacing paper
and post with digital working and to look at options to extend fixed recoverable
costs much more widely. The consultation closed on 27 October 2016. Meanwhile,
Justice Minister Sir Oliver Heald has promised a review of the Legal Aid, Sentencing
and Punishment of Offenders Act 2012 (LASPO) by April 2018.

For more information please contact:
Ed Glasgow; ed.glasgow@kennedyslaw.com
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General Medical Council launches consultation on UK Medical Licensing
Assessment

On 30 January 2017, the GMC launched a public consultation seeking views on
establishing a UK-wide Medical Licensing Assessment (MLA). The MLA would create
a single, objective demonstration that those who obtain registration with a licence
to practise medicine in the UK can meet a common threshold for safe practice. All
UK students would need to pass the MLA to obtain a medical degree. The MLA
would replace the current PLAB test for international students and, following the
UK’s decision to leave the European Union, it is envisaged that the assessment
would apply to European Economic Area graduates. Comments are requested by 30
April 2017.

For more information please contact:
Avinder Sidhu; avinder.sidhu@kennedyslaw.com

Confidentiality guidance: good practice in handling patient information

The General Medical Council has published revised guidance on disclosures to
support patient care. The updated advice sets out the framework for disclosing
personal information, as well as doctors’ responsibilities in relation to managing
and protecting information – including with regard to sharing personal information
with third parties. The updated guidance comes into effect on 25 April 2017.

For more information please contact:
Rob Tobin; rob.tobin@kennedyslaw.com
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Healthcare: latest decisions March 2017

A round up of recent court decisions raising issues relating to inquests and state
detention, a case management pilot, mode of treatment remains a clinical decision
and can be justified on the basis of logical analysis, patient choice versus medical
paternalism and the relevance of surveillance evidence.

Spotlight on the Court of Protection

Court of Appeal delivers landmark decision on “state detention” with practical
ramifications.

R Ferreira v HM Senior Coroner for Inner South London [26.01.17]

The Court of Appeal upholds HM Senior Coroner’s decision not to proceed with a
full jury inquest into the death of a patient in an intensive care unit (ICU).

Pending further appeal to the Supreme Court, this is an important and welcome
decision, but it is likely to cause turbulence.

http://www.kennedyslaw.com/casereview/departing-from-cheshire-west-court-of-
appeal-delivers-landmark-decision-on-state-detention-with-practical-ramifications/

For more information please contact:
Amanda Mead; Amanda.mead@kennedyslaw.com

It’s good to talk: court recommends case management pilot

CGD v Barts NHS Health Trust and another [19.1.17]

The court highlighted how a significant incurrence of costs can be avoided through
open discussion and negotiation, as prescribed by the Court of Protection’s case
management pilot.

The reference to using the case management pilot represents excellent progress.
This case highlights the need for parties to ‘get round a table’ and discuss matters
openly in an attempt to negotiate a way forward. This would have avoided the
incurrence of significant costs by both parties and also the last costs hearing, which
was unnecessary.

We hope to use the Court of Protection case management pilot in the near future
and welcome any family or family’s solicitors to engage in this process.
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Full case review: http://www.kennedyslaw.com/casereview/its-good-to-talk-
court-recommends-case-management-pilot/

For more information please contact:
Daniel Freeman; Daniel.freeman@kennedyslaw.com

Mode of treatment remains a clinical decision and can be justified on the basis
of logical analysis

Tracey Holdsworth v Luton & Dunstable University Hospitals NHS Foundation Trust
[2016]

The court had to consider the issue as to whether the decision to perform a right
unicompartment knee replacement satisfied the Bolam test where only a minority
of orthopaedic surgeons would have undertaken this procedure. Neither the expert
instructed for the claimant nor the expert instructed for the trust would have
offered this procedure to the claimant but the trust’s expert states that it was a
reasonable step to take.

Decision

His Honour Judge Freedman found as a matter of evidence the claimant was intend
upon having knee replacement surgery. He advised however that the fact a patient
is insistent about receiving a certain type of treatment does not and cannot, of
itself, justify such treatment being provided. The mode of treatment must always
be a clinical decision based upon a clinical assessment whilst taking into account
the patient’s wishes. The question was whether the decision to perform the surgery
withstood logical scrutiny.

His Honour Judge Freedman was satisfied having heard the evidence that there was
justification for the procedure and that a reasonable body of orthopaedic surgeons
would have proceeded to offer a unicompartment knee replacement and that this
would be considered to stand a reasonable prospect of success. It therefore was
not Bolam negligent to perform the surgery. His Honour Judge Freedman also found
the claimant had given informed consent and that the femoral component used was
appropriate.

This was an unusual case in that the decision taken by the surgeon was not one
which either expert would have made. The judgment confirms however that
providing a decision is made logically and carefully it will be supported by the
court even if there are differing medical opinions. It demonstrates the importance
of clearly recording decision making and the advice given in terms of providing a
justification after events have taken place.

Patient choice versus medical paternalism
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Sebastian Webster v Burton Hospitals NHS Foundation Trust [13.02.17]

Sebastian Webster, now 14, was born with cerebral palsy at Queen's Hospital in
Belvedere Road on January 7 2003.

His mother, Heather Butler, sued Burton Hospitals NHS Foundation Trust, which
runs the hospital, for damages. It was agreed that his disabilities were caused by a
brain injury which happened between 72 and 48 hours prior to his delivery. He had
been starved of oxygen due to compression of his umbilical cord.

Ms Butler’s case was that the Consultant should have offered her the possibility of
an induced labour on December 27. Had he done that, Sebastian's brain damage
“would have been avoided”, the court was told.

The Trust's legal team insisted that, even had there been further scans, they would
not have led to an earlier induction of delivery.

A Judge rejected Sebastian's compensation bid in November 2014 - but now that
result has been reversed by the Court of Appeal.

Lord Justice Simon ruled that the Consultant should have told Ms Butler that there
were "increased risks" of delaying labour beyond her due date.

And the Trust agreed that the medic “acted negligently” in failing to arrange
further scans. Lord Justice Simon said the issue was what would further scans have
shown and what should have happened as a result of them.

It was not a defence for the doctor to say there were other doctors who would
have acted in the same way and that such a defence was not supportable when it
comes to the question of the advice and consent of a patient.

For more information please contact:
Amanda Mead; Amanda.mead@kennedyslaw.com

Surveillance evidence requires careful assessment

Hayden v Maidstone and Tunbridge Wells NHS Trust [2016]

The court provided guidance on the relevance of evidence, in this case surveillance
evidence, in relation to the claimant’s damages claim following an accident at
work.

The claimant applied for permission to rely on the evidence of a Mr Jeffrey A
Simm, a video evidence analysis consultant, in the form of a witness statement or,
in the alternative, permission to rely on his evidence in an expert capacity in the
form of a report.

Decision
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Whilst Mr Justice Lay acknowledged a degree of inconsistency between the
claimant’s level of functioning and the pleaded claim, he did not consider this to
amount to an attempt to mislead. He commented: “Surveillance evidence is
capable of being very compelling but in less clear-cut situations requires carefully
parsing and assessment.”

Full case review: http://www.kennedyslaw.com/casereview/surveillance-
evidence-requires-careful-assessment/

For more information please contact:
Ed Glasgow; ed.glasgow@kennedyslaw.com

Implications of declining to engage in ADR

In the present climate, there is pronounced pressure on parties to engage in
alternative dispute resolution (ADR). We consider whether the courts have gone too
far in promoting the cause.

An ADR direction is a normal feature of case management orders. Even in the
absence of such a direction, winning parties have been at risk of sanctions for
unreasonably failing to mediate and recent case law indicate a hardening approach
towards parties who decline ADR. There are numerous cases where a party has
been penalised for refusing to participate in ADR, even when successful at trial.

In Ghaith v Indesit UK Limited [2012] Lord Justice Longmore criticised the
defendant for failing to participate in mediation in a claim worth £60,000. The
Court of Appeal further boosted the importance of ADR in PGF SA v OMFS Co [2013]
(a case described as “ground breaking” by Lord Justice Jackson), where Lord
Justice Briggs construed silence in the face of an ADR invitation as unreasonable
and should be visited by costs sanction.

It is as dangerous as it is expensive to run weak arguments. The court can and will
impose costs penalties on parties who unreasonably refuse to mediate (CPR 44.5).
In Reid v Buckinghamshire Healthcare NHS Trust [2015], the defendant found
themselves with an indemnity costs order for failure to accept an offer to mediate.
In Lynn v Borneos LLP [2015], the defendant's costs were reduced by 40% due to its
refusal to mediate, notwithstanding their success at trial. A similar result ensued in
Rana v Tears of Sutton Bridge [2015].

In Laporte v The Commissioner of Police of the Metropolis [2015], the court found
the defendant had failed without adequate justification to engage fully and
adequately in ADR, which had a reasonable chance of success. Consequently, the
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court imposed a costs sanction, depriving them one third of their costs,
notwithstanding the fact that they were successful on every substantive issue.

More recently in Manna v Central Manchester NHS Trust [2017], the judge was
appalled at the misconceived case conducted by the defendant which resulted in a
lengthy trial and unnecessary anguish for the claimant’s family. An indemnity costs
order against the defendant ensued.

Discretion remaining

When can a party refuse to engage in ADR? What about cases where judgment has
been obtained in favour of a party who does not see the benefit of engaging in
ADR, but where the losing party is seeking to appeal the judgment?

In such a scenario, we anticipate that even if the appeal is dismissed, the Court of
Appeal may be critical if the winning party does not at least show a willingness to
engage in ADR and impose a costs penalty. Accordingly, we consider it is
reasonable for the winning party to say in advance that it is prepared to participate
in ADR; provided a resolution is not conditional upon there being an offer to pay
damages or costs. It can advance in support to the point that it has a costs order in
its favour and confirm its willingness to discuss a reasonable settlement of those
costs via the process of ADR (allowing a discount for risk etc). However, such an
approach may cause the other side to decline to go forward with ADR.

Claimants do not relish the prospect of a trial and defendants minimise their
exposure by conducting the claim as swiftly as possible. It goes without saying
however that although the aim is to settle, it is not to settle at any cost. There is
no duty to compromise, despite what some judges appear to think.

For more information please contact:
Cindy Tsang; cindy.tsang@kennedyslaw.com

Advance decisions (living wills): is the position clarified?

Advance decisions (sometimes referred to as ‘living wills’) are a way of making sure
others, including doctors, know your wishes about your health and care.

There is a statutory power for any adult to set out, in written form, whether he or
she wants to refuse consent to treatment, if they subsequently lose capacity. The
role of the courts in these decisions, which involve seriously ill individuals, is
growing ever more ambiguous.

There are two main opposing views at play where clinical and legal decision-making
meet.
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1) Court involvement in a person’s decisions regarding their death affects the
rights of the individual and adds unnecessary stress on those concerned.

2) The court is protecting healthcare staff and families from making a difficult
decision in the individual’s best interests.

A matter of life and death

Mr Justice Baker addressed these issues towards the end of 2016, in his Oxford
Shrieval Lecture, “A matter of life and death”. https://www.judiciary.gov.uk/wp-
content/uploads/2016/10/mr-justice-baker-shrieval-lecture-11102016.pdf

He discussed:
 Advanced decisions (living wills)
 The meaning of “capacity”
 The ethical principles underlying any decision
 How we decide what should happen in such cases.

Advanced decisions

There is a statutory power for any adult to set out, in written form, whether he or
she wants to refuse consent to treatment if they subsequently lose capacity.

In the case of life-sustaining treatment, the Mental Capacity Act 2005, ss.24-26,
provide that an advance decision must be verified by a statement, to the effect
that it is to apply to that treatment, even where life is at risk.

The decision and the statement must be:
 In writing
 Signed by the patient
 With a witness present.

Practice Direction 9E

Despite the statutory framework being clear, Mr Justice Baker highlights that
Practice Direction 9E of the Court of Protection Rules 2007 effectively ‘trumps’ any
advance decision concerning serious medical treatment.

Section 5 of the practice direction confirms that matters that should be brought to
court are:

 Decisions about proposed withholding or withdrawal of artificial nutrition
and hydration from a person in a permanent vegetative state, or minimally
conscious state.

 Cases involving organ or bone marrow donation by a person who lacks
capacity to consent.

 Cases involving non-therapeutic sterilisation of a patient who lacks capacity
to consent.
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Capacity

However, this does not prevent a patient who has capacity from refusing
treatment, such as the case of Nina Adamowicz (reported in The Times on
26.09.16: “Doctors switched pacemaker off to let woman die”).
http://www.thetimes.co.uk/article/doctors-switched-pacemaker-off-to-let-
woman-die-ljrhshcqh

Ms Adamowicz suffered from hereditary heart disease and was fitted with her first
pacemaker in 1996. This worked well for a decade, however she then suffered from
a heart attack and her health declined. She consequently asked the doctors to turn
off her pacemaker.

The local hospital Trust’s ethics committee agreed to switch off her pacemaker
after Ms Adamowicz underwent a series of medical examinations, which indicated
she had capacity and had full understanding of her decision. She died in October
2015, the evening after the doctors turned off the pacemaker.

Arguably, turning off a pacemaker of a living patient, knowing that the patient will
die, would fall under the definition of “serious medical treatment”.

However, there is an ongoing debate as to whether the court should have any
interference in a capacious patient making a decision as to life or death. This
strays into assisted dying, and the ethical decisions regarding this.

The role of the court

Mr Justice Baker affirms that all circumstances under s.5 must be brought before
the court, even where all interested parties agree on the individual’s best
interests. He highlights that, as a matter of course, it has been strongly argued
that court proceedings should no longer be required.

The history of such court proceedings has regrettably demonstrated the chronic
problems of all matters involving courts, namely delay and cost. These problems
greatly exacerbate the strain and distress experienced by family members and
carers.

It has been suggested that applications to the court should be confined to those
cases where there is a dispute as to whether withdrawal of artificial nutrition and
hydration would be in the patient’s best interests. There is certainly strength that,
where all parties agree, arguably there is no need to revert to court. This should
carry even more weight where the patient, when they had the requisite mental
capacity, signed an advance decision to this effect.

Proposals
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Mr Justice Baker proposes a pre-proceedings protocol to simplify decisions where
there are no disputes as to the withdrawal of artificial nutrition and hydration. This
would spell out the obligations of each party to ensure all necessary steps are
undertaken before the start of the case. He hopes this would reduce any court
decision to a matter of weeks, rather than months or years, and lead to a
significant reduction of delays.

He does however highlight that, until such time that there is greater understanding
about the disorders of consciousness, and about the legal and ethical principles to
be applied, there remains a need for independent court oversight. He maintains
that an application to the court should continue to be obligatory where withdrawal
of artificial nutrition or hydration is proposed.

Comment

In relation to healthcare providers, Practice Direction 9E will relieve pressures
from the Trust, as the role of the court means that each and every case is
evaluated to find the right decision.

With a patient’s best interests in question, court involvement seems the most
responsible and integral precaution.

In this regard, at this stage, we would always advocate going to the Court of
Protection should there be any doubt about a patient’s best interests or a conflict
with family over the best interests of a patient.

However, we would encourage healthcare bodies to use the pre-proceedings
protocol and Court of Protection Mediation pilot on less urgent cases in order to
minimise the accrual of costs.

For more information please contact:
Daniel Freeman; Daniel.freeman@kennedylaw.com

Healthcare: employment matters

Time for patients: interaction with healthcare staff

Two recent Employment Appeal Tribunal (EAT) cases demonstrate the potential
pitfalls in dealing with disciplinary issues involving staff interactions with patients,
particularly those involving patient confidentiality and complaints by patients
against staff.

Portsmouth Hospitals NHS Trust v Corbin [05.01.17]
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In Portsmouth Hospitals NHS Trust v Corbin, the claimant, a long-serving senior
radiographer, utilised confidential patient information when preparing her defence
to earlier disciplinary proceedings against her. The claimant had made some
redactions to this information, but in the Trust’s opinion did not sufficiently mask
the identity of the various patients concerned.

The Trust considered this conduct was in breach of its policies, although the
disciplinary investigation acknowledged that those policies did not expressly
address the position of employees facing disciplinary proceedings.

The decision was taken that the claimant should be summarily dismissed for gross
misconduct and the decision was upheld on appeal.

Closed mind

The Employment Tribunal (the Tribunal) found that the Trust had acted with a
closed mind. It upheld the claimant’s claims for wrongful dismissal and unfair
dismissal and made no reductions to compensation on the grounds of contributory
fault. The relevant manager had considered a breach of the policy in respect of
confidential patient information justified summary dismissal but did not consider
whether or not the claimant had:

 Acted wilfully
 Understood that she was not permitted to use patient information in this

way, and if not, whether she may not be guilty of a repudiatory breach of
contract to warrant summary dismissal.

The Trust appealed. The EAT upheld the Tribunal’s decision in relation to the
unfair dismissal claim. However, the EAT held that the Tribunal had failed to give
adequate consideration to the issue of whether or not the claimant had, in fact,
committed a repudiatory breach of contract. Therefore, the findings on wrongful
dismissal and contributory fault were remitted back to the Tribunal for
reconsideration.

Consideration

This case is a classic example of the importance of decision-makers to always
consider the range of sanctions available to them and not approach the issue of
sanctions with a closed mind. In particular, managers should always consider
whether there are any mitigating factors that might make the decision to dismiss
fall outside the range of reasonable responses, even in the clearest of cases.

Tykocki v Royal Bournemouth and Christchurch Hospitals NHS Foundation
Trust [17.10.16]

In Tykocki v Royal Bournemouth and Christchurch Hospitals NHS Foundation Trust,
a healthcare assistant was summarily dismissed by her employer following a
disciplinary and appeal process.

The origin of the disciplinary process was a complaint by a patient that the
claimant had assaulted her whilst working on a night-shift, when she had asked for
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a morphine top-up for her pain.

Procedural failings

The Tribunal held that the dismissal had been fair, while acknowledging that there
had been some procedural failings in the disciplinary process. This included not
obtaining statements from the nurses on duty and not investigating new allegations
made by the patient at the appeal stage. The Tribunal acknowledged that there
was very little corroborating evidence for both the claimant’s version of events and
the patient’s.

The EAT allowed the claimant’s appeal and remitted the case for a re-hearing. The
EAT found that more would be required of the Trust’s investigation process, given
the seriousness of the allegations against the claimant and what was at stake for
her. However, the EAT found that the Tribunal had not given proper consideration
to whether the Trust’s investigation was adequate.

In particular, the Tribunal had not considered whether the gaps in the Trust’s
investigation impacted upon the reasonableness of the investigation, and the
fairness of the wider disciplinary processing terms of the patient’s and the
claimant’s credibility.

The Tribunal’s decision was therefore considered unsafe and should be set aside,
and remitted to the same Tribunal for further consideration.

Investigation

This case demonstrates the importance of conducting a thorough investigation and
ensuring that statements are taken from all potentially relevant witnesses. They
may provide indirectly corroborative evidence even if they may not have directly
witnessed the misconduct. This is particularly the case involving one person’s word
against another’s. It also demonstrates the importance of ensuring that fresh
allegations are investigated, even if they are not raised until the appeal stage.

These two cases demonstrate the care and attention to detail that is required
when carrying out disciplinary investigations and procedures, particularly where
allegations of misconduct involving patients are concerned.

For more information please contact;
Fiona Morgan; Fiona.morgan@kennedyslaw.com

April showers: NHS hopes for rainy days

From April this year, NHS hospitals in England will be obliged to obtain payment from
overseas patients in advance for non-urgent treatment, where the patient is not
otherwise eligible for free treatment.

The clear intention is to cut down on ‘health tourism’ — the means by which patients
who are not entitled to, or not able to pay, for treatment in their countries of origin
seek out treatment from the NHS.
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There is a very significant problem to be addressed.

Cost-benefit analysis

In October 2016, the National Audit Office (NAO) published a report titled: Recovering
the cost of NHS treatment for overseas visitors. The NAO identified the fact that it was
difficult to know how much money the NHS should charge and recover, given gaps in
the data “but the best available estimates suggest that the NHS is recovering
significantly less than it could”.

Recent well-publicised cases have further highlighted the fact that some patients have
received hugely expensive treatment when they are simply in no position to reimburse
the hospital. There is clearly a very significant problem to be addressed. The challenge
is to deal both with treatment of citizens from within the European Economic Area
(EEA), where the machinery is already in place for reciprocal arrangements to be
enforced, and the treatment of those patients from outside the EEA.

The NAO report also highlighted that in 2014-2015 over £674 million was claimed from
the UK government by other European countries to reimburse them for treatment
received by Britons but only £49 million was claimed back from European countries for
treatment of their citizens in this country. The NAO makes clear that “the figures are
not directly comparable”. Nevertheless, there is clearly a very significant mismatch.

There are also significant differences between amounts charged and amounts
recovered. A further complexity is that in many cases hospitals have charged less than
they are entitled to charge in the first place.

Hot potato

Payment by patients for treatment is, politically, a ‘hot potato’ and we only have to
look back at the uproar in the press in late in 2016 when it was announced that the
government was considering requiring patients to show two forms of identification in
order to receive treatment to see that feelings run high.

This sensitivity comes from at least two sources. Firstly, the general public is always
keen to defend the notion that treatment is free at the point of delivery. It may also
be fair to say that the ‘point of delivery’ element is often over-looked.

Secondly, there is understandable reluctance on the part of some doctors and other
clinicians to become drawn into any investigation as to a patient’s eligibility to receive
treatment at no cost. Clinicians, not unreasonably, view themselves as healers and not
accountants.

Whilst a clinician doing ward rounds may regard a stethoscope as an indispensable part
of their equipment, they may take a somewhat different view of card readers. Similar
points can be made across the system, from medical secretaries to GPs making
referrals from primary care.

Current law

The current law is set out in the National Health Service (Charges to Overseas Visitors)
Regulations 2015 (as amended). It is interesting to note that the guidance to these
Regulations — issued by the Department of Health — examined this very point (the role
of clinicians in determining eligibility) at some length. However, as noted the key



Page 16 of 19

difference with the new Regulations is that from April payment must be made upfront.
There have been several trials across the country that appear to have been successful.

It is also important not to overlook the fact that many so-called ‘health tourists’ may
have had no intention of taking any sort of advantage of the NHS and have simply
discovered that treatment, albeit not urgent treatment, is required whilst travelling.
There may be a further ethical complexity if patients are deterred from seeking
treatment given their concerns about charges. Delayed treatments can of course lead
to more severe conditions and so increased costs.

Financial pressures

The new law is consistent with financial and resourcing pressures being seen right
across the NHS and it also fits with what we are seeing domestically (with the
treatment of local patients who are entitled to free treatment), as well as
internationally.

Contracts entered into by NHS Trusts (for all services and not just clinical provision)
should always be robust and contain clauses to enforce, for example, extra charges in
the case of late payment of commercial debts. However, in some cases and for a range
of different reasons, Trusts have been reluctant to enforce such clauses. This is
changing and is a key part of robust contract management.

Challenges ahead

Nevertheless, it will be a challenge to implement a robust and consistent system across
the NHS in a matter of just a couple of months. The implementation of any sort of
charging scheme will of course require extra administrative input and not just from
NHS bodies. Help may be required from immigration officials at the Home Office and
border controls, reviewing visas and perhaps alerting hospital Trusts to new arrivals.

A simple requirement for two forms of identification may mean that any lack of trust,
on the part of patients, and resentment on the part of clinicians, who do not want to
act as financial gatekeepers, can both be avoided. Any new system will also need to be
agile in order to take account, in due course, of the UK’s departure from the European
Union.

For more information please contact:
Richard Heath; Richard.heath@kennedyslaw.com

Record breakers: cyber criminals seek a taste of our medicine

As medical records go digital, hospitals and healthcare institutions are now tasked
with protecting and guarding their patient’s data from cyber criminals who have
spotted an opportunity to profit from the information. But why exactly do cyber
criminals steal the data and how do they expect to profit?

Ease of access

Medical records are increasingly stored electronically. In the age of paper records,
a criminal wishing to steal medical records on a relatively large scale would have
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to physically access a healthcare facility and make off with a filing cabinet of
medical records. Fast forward to 2017, and the same information could fit onto a
small USB drive. It could also be hacked remotely through a vulnerable network.

There are increasing reports of cyber criminals stealing medical records on a large
scale. Cyber criminals are not merely stealing medical records of a few hundred
patients. Rather, they are stealing whole databases (often involving many
thousands of patient medical records) from healthcare facilities and health
insurers. Such databases are then offered for sale on black markets and the dark
web.

These databases sell for a high price. A database comprising of 34,000 medical
records stolen from a New York hospital was reportedly on sale for 30 Bitcoins
(around US$19,000), Whilst another stolen database involving 690,000 medical
records is reportedly selling for 643 Bitcoins (around US$411,000) – advertised on
the dark web.

High value

Surely, your visit to your GP about a spate of migraines or a troublesome tennis
elbow is of no concern to people you have never met, let alone a cyber criminal
who might be operating from another country. The reason for the interest is
medical records are highly valuable to cyber criminals which are easily monetised
as tradable goods on the black market.

Medical records often contain valuable personal identifiable information, including
names, addresses, email addresses, phone numbers, gender and age. Such
information from stolen medical records is sold on online black markets and to
organised cybercrime syndicates where they can fetch a high price. This price is
often up to 10-20 times more than the price of a stolen credit card, and in the
region of on average US$82 per record. The more valuable the personal information
contained on a medical record the higher the value it attracts.

Repeat prescription

A stolen medical record which contains the work and personal email address of the
patient can be sold on certain online underworld networks for as much as US$200 a
record. The reason why medical records are more valuable than a stolen credit
card number is because a stolen credit card is easily cancelled, but the information
from a medical record can be used repeatedly; which makes a medical record so
much more valuable.

Catch me if you can

What can be done with a medical record once it is sold on the black market?

Organised cybercrime syndicates use the data from stolen medical records to
commit fraud and identity theft. The personal identification information is used to
apply for loans or credit cards, open bank accounts, make online transactions and
conduct other illegal activities without the victim’s consent and knowledge.
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Records containing email addresses can be used to deliver malware through
phishing and spam attacks to a person whose medical record has been stolen. If
cyber criminals have a chance of hacking a user, they need email addresses to send
their malware to. A medical database that contains thousands of email addresses
of patients is worth a pot of gold to a cyber criminal, as it increases their attack
surface. Better still, if those records contain the work email addresses of patients,
cyber criminals can use that email address as a gateway to try to breach a
company’s network and deliver malware.

Going public

The stolen data can be used for blackmail to extort money from a person whose
reputation might be affected by the publication of their medical records.

Increasingly, cyber criminals are seeking to extort money from healthcare facilities
and medical practices by threatening to publicly leak patient medical records that
they have stolen. Samples of the stolen data that is threatened to be published are
often disclosed to the entity that has been hacked. Such a threat is also sometimes
accompanied by the threat that they will also publicly disclose the vulnerability in
the entity’s IT system that allowed it to be hacked.

Assessing the breach

For healthcare organisations, the repercussions of a data breach are serious. In
addition to the loss of reputation and patient trust, they risk incurring significant
losses from:

 Expenses related to the costs of IT and forensic investigators to prevent a
further breach.

 Fines that might be levied under the Data Protection Act 1998
http://www.kennedyslaw.com/article/when-talk-is-not-cheap/

 Costs associated with providing affected patients with reparational support
such as identity theft protection and credit monitoring services.

 Damages payable to affected patients who have suffered breach of their
personal data. http://www.kennedyslaw.com/casereview/data-breach-
damages-how-much/

Digital economy

Digital medical records provide lucrative opportunities for cyber criminals.

As medical records have gone digital, cyber criminals have spotted an opportunity
to steal and profit. The data contained in healthcare records can be used in a
number of different ways and we can only expect that cyber criminals will find new
and novel ways to further abuse and exploit the data they have stolen in medical
records.

The body-guards
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For hospitals and other healthcare institutions, this means that not only will they,
on a daily basis, be tasked with saving patient’s lives but also protecting and
guarding their patient’s data. The data protection aspect has become even more
pertinent due to the prospect of increased fines under the new EU General Data
Protection Regulations (GDPR) which are set to replace current UK Data Protection
Act 1998 laws from 28 May 2018. Non-compliance with the GDPR will attract heavy
fines of up to 4% of a company’s global turnover or €20 million; whichever is
higher.

For more information please contact:
Jillian Raw; jillian.raw@kennedyslaw.com
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